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Abstract: Even with modern software development methodologies, the actual debugging
of source code, i.e., location and identification of errors in the program when errant
behavior is encountered during testing, remains a crucial part of software development.
To apply model-based diagnosis techniques, which have long been state of the art in
hardware diagnosis, for automatic debugging, a model of a given program must be
automatically created from the source code. This work describes a model that reflects the
execution semantics of the Java language, including exceptions and unstructured control
flow, thereby providing unprecedented scope in the application of model-based diagnosis
to programs. Notably, this approach omits the strict view of a component representing one
statement of earlier work and provides a more flexible mapping from code to model.

1. INTRODUCTION

Debugging, i.e., detecting a faulty behavior within a
program, locating the cause of the fault, and fixing the
fault by means of changing the program, continues to
be a crucial and challenging task in software devel-
opment. Many papers have been published so far in
the domain of finding faults in software, e.g., testing
or formal verification (Clarke et al., 1994), and lo-
cating them, e.g., program slicing (Weiser, 1984) and
automatic program debugging (Lloyd, 1987). More
recently model-based diagnosis (Reiter, 1987) has
been used for locating faults in software (Console et
al., 1993; Mayer et al., 2002c).

This paper extends prior research on model-based di-
agnosis for locating bugs in programs written in main-
stream programming languages (e.g. Java). The idea
behind the model-based debugging approach is (1) to
automatically compile a program to its logical model
or to a constraint satisfaction problem, (2) to use the
model together with test cases and a model-based
diagnosis engine for computing the diagnosis candi-
dates, and (3) to map the candidates back to their cor-
responding locations within the original program. For-
mally, given a set of test cases on which the program
is run, a (minimal) diagnosis is defined as a (minimal)
set of incorrectness assumptions AB(C) on a subset
C € A of components COMP in the program (usually
statements) such that {AB(C)|C € A} U {=AB(C)|C €
COMP \ A} U SD is consistent (Reiter, 1987). Here,
SD is a logical theory describing the program’s be-
havior under the assumption that components work
correctly. Since the computation depends on observa-
tions in terms of test case output, unlike formal veri-

fication approaches, no separate formal specification
is necessary - everything but the test cases is com-
puted automatically from the source code. Conversely,
where verification model checkers produce counterex-
amples, the outcome of the diagnosis process are code
locations. Model-based debugging thus complements,
rather than replaces verification techniques.

The models presented in (Mateis et al., 2000; Mayer et
al., 2002a) have successfully been applied in the Jade
project to debug Java programs. The tests consist of
small to medium sized Java programs together with
their faulty variants and given test cases. A compar-
ison of the models and their effectiveness relative to
each other as well as compared to a normal inter-
active debugger was given in (Mayer et al., 2002c).
Whereas these methods have been applied to large
scale programs in concurrent languages (Stumptner
and Wotawa, 2000), so far, one important factor that
has held up experimentation with “off the shelf” ex-
ample programs in the Jade project has been the
omission of certain frequently used language con-
structs from the models, most notably exception han-
dling. The hierarchical structure of the models ren-
ders them unsuitable for diagnosing programs which
do not conform to the assumption of a “structured”
control flow based purely on loop and if statements,
This excludes a wide array of language features
which includes structured exception handling con-
structs, recursive method calls, return statements, and
jump statements. This paper addresses that issue and
presents a different modeling approach, where the re-
strictions on program structure are relaxed in order to
overcome the limitations of previous models. As a re-



sult it represents a significant step towards a model of
that language that can cover arbitrary Java programs.
The paper is organized as follows: In Section 2 we
describe the construction of the extended diagnostic
model. Sections 3 and 4 describe the behavior of the
model components, with the latter focusing on control
structures. Finally, we discuss the capabilities of the
model.

2. MODELING EXCEPTIONS

The new modeling algorithm is based on building
a modular, multi-directional version of the classical
control flow graph (CFG) (Ferrante et al., 1987),
which represents an approximation of all possible ex-
ecution paths. The nodes of this CFG represent basic
blocks (i.e. a sequence of operations that always ex-
ecutes sequentially without branching), and the arcs
represent the control flow between these blocks. In
a following step, the CFG is enhanced by data flow
information. The basic blocks in each method are then
transformed into a component network. The compo-
nents are grouped in two categories that represent the
semantics of the language elements (e.g. the compu-
tational statements and expressions) on one hand and
flow control restrictions on the other hand (e.g., turn-
ing off alternate execution paths to the one actually
taken). The model variables are likewise partitioned,
one group representing the actual program variables
accessed and modified by the code, the other group
representing the control flow (i.e., the selection of
which statements are executed). As a result, control
and data flow of a program can be reasoned about in
a uniform framework. The representation of the pro-
gram execution as a constraint system provides means
for computing values in both directions: forward and
backward. This is essential for applying model-based
debugging approaches, which rely on an effective the-
orem prover generating small conflict sets.

The automatic transformation from the Java source
code to the model used for diagnosis proceeds in three
steps. For space reasons we only give a brief overview,
full references to the algorithms and literature used are
given in (Mayer et al., 2002D).

Build CFG. The program is transformed into its CFG
representation. Each method is represented as a di-
rected graph with basic blocks, entry and exit points
as nodes and all possible transitions between nodes as
arcs.

Compute Data-flow Information. In this step the
CFG is enhanced with additional data flow informa-
tion, resulting in what is known as the Static Single
Information Form (SSI form) (Ananian, 1999; Singer,
2002), an extension of the classic Static Single As-
signment (SSA) form. Essentially, a program is in
SSA form if every variable in the program is assigned
exactly once and every use is reached by exactly one
assignment. This is guaranteed by renaming the vari-
ables in the original program and introducing data
flow ¢ functions at the beginning of each basic block

class Fac {
static int f(int x) throws OutOfRangeException {
if (x < 0) throw new OutOfRangeException();
else if (x == 0) return 1;
elsereturnx *f(x-1);

static boolean exception = false;
static int main() {
int fac = 0;
try {
fac = f(3);
} catch(OutOfRangeException ex) {
exception = true;
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return fac; } }

Fig. 1. Example Program

that is reached via multiple paths in the control flow
graph. To enable backward analysis, the SSI form adds
complementary o functions. The transformation algo-
rithm (Ananian, 1999) traverses the Program Struc-
ture Tree (the hierarchy of single-entry-single-exit re-
gions in the program) bottom-up and inserts ¢ and ¢
functions at every control flow branch (resp. join) for
every variable used (resp. modified) in a subregion.
This algorithm also computes the control dependence
regions (Johnson et al., 1993). A control dependence
region is formed by all statements having the same
control dependencies. !

As the above algorithm only uses syntactic names to
compute the set of used and modified variables for
each statement, heap data structures require special
treatment. We follow (Mayer et al., 2002¢) and parti-
tion the heap into disjoint structures, each representing
the values of a particular instance variable of a class.
This allows to build a model for programs accessing
heap data structures, even if the objects that are ac-
cesses through references are not known statically.

Transform CFG into Component Representation.
For each primitive element in the model (e.g. variable
access, assignments, operators, method calls, etc.) a
component is then generated whose behavior (spec-
ified as a logic sentence that captures the Java se-
mantics of the element) simulates the effects of that
element in both forward and backward direction. For
every assignment to a variable, a new model variable
is generated and is subsequently used up to the point
in the code where the variable is reassigned. A spe-
cial placeholder component is inserted for a method
call and loop statement that summarizes the effects of
the method or loop. Similar to the CFG construction,
these components have output connections for each
exit node of the called method’s (or loop’s) model.

To obtain a model of the whole method, the models of
the basic blocks are composed according to the con-
trol and data flow information computed previously,
then outside variables accessed inside the method are
connected to the entry vertex, and modified variables
to the exit vertices.

1 A node a is control dependent on node b if there is a path from b
to a where a postdominates all nodes other than b on this path and
a does not postdominate b (if a # b). (Johnson et al., 1993)



The modeling of the control flow proceeds as follows.
For each control dependence region a constraint vari-
able is created that represents the control flow for the
region. The domain of control variables is defined as
{T, 1,7}, with T meaning the region is definitely exe-
cuted for the test case, L representing the fact that a re-
gion is never executed, and for ? it is unknown whether
the region is executed. Control variables are part of
the precondition of the behavioral description of every
component representing a statement that is contained
in a block and can therefore be used to remove paths
which are conflicting with a test case from the model
simply by setting the associated control variable to L.
The values of the control variables are determined by
(1) statements which represent branches in the CFG,
and (2) liveness components. To allow for case (1),
the control variables for every successor region of a
branch statement are set by the behavioral description
of branch statements. For (2), liveness components
ensure required properties of valid execution traces
through the control flow graph are maintained during
model execution. In particular, it must be satisfied that
a region can be entered iff an exit transition from the
region is possible.

The modeling of data flow largely proceeds as de-
scribed in (Mayer et al., 2002¢). Variables used in
a statement s are added to the input connections of
the behavioral description of s, and variables assigned
by the statement are added as output connections. A
connection is used as input for other components until
a new output connection is created by a subsequent
assignment statement.

Data flow ¢ and o functions are modeled by additional
components that are not associated with any region,
and, therefore, cannot be deactivated. The behavioral
description is roughly equivalent to the intuitive be-
havior of the ¢ and o functions: for ¢ functions, the
values data; of the incoming paths ¢ are combined into
a new value for the output connection data, of the
component. For ¢ functions, the behavior is reversed
to duplicate an incoming connection for every suc-
cessor region. Formal descriptions of the behavior of
these components are presented in Section 3.

To combine the reasoning about data and control flow,
each of the data flow variables v of a control region r
is associated with r’s control variable. 2 In case con-
flicting values are derived for a variable, the associated
control variable is set to L to indicate that the corre-
sponding path in the model is invalid.

Example. To illustrate the modeling process, recon-
sider the program from Fig. 1. The model of method
main is depicted in Fig. 3.

Control flow at the entry point of the method is rep-
resented by control variable a. The call of method f()
splits the control flow in two separate paths. There-
fore, o components are inserted for the variables fac

2 Variables associated with o functions are assumed to be con-
tained in the corresponding control region of their associated
branch.
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Fig. 2. Dependency graph of method main(). Solid
lines represent control dependencies, dashed
lines data dependencies (which are labeled with
the variable they represent).

and exception. 3 The output variables for the compo-
nents representing fac is associated with the control
variable of Block B. For exception, the variable is
associated with Block C’s control variable.

The path represented by variable b represents the tran-
sition to the exception handler block. The normal re-
turn from the method is represented by C. As exactly
one of these paths has to be followed if Block A can
be reached, the liveness constraint live enforces this
condition. The model of Block D requires variable fac
and the control flow as input connections. As there
are multiple incoming arcs for both dependencies in
the CFG, ¢ components have to be inserted for fac
and exception (as they are modified in the subregions
B and C). The components for the variables are con-
nected to the two preceding components providing the
values of the variable. Further, the output of the ¢
component is connected to Block D, which requires
the value of fac.

3. BASIC EXECUTION SEMANTICS

This section describes the behavior of the model
components. For brevity, only essential components
and differences to (Mayer et al., 2002¢; Mateis et
al., 2000) are presented.

First, the bijection between program statements and
model components used in the earlier models is aban-
doned. This makes it possible to represent a single

3 Note that for both the o components the value of the represented
variable is not used in the non-exceptional branch and therefore the
variables representing these branches are omitted. Nevertheless, the
components may not be removed from the model, as they form a
propagation barrier for the backward reasoning algorithm in case it
is unknown which path of the branch is followed and the values are
different for any two paths.



Fig. 3. Model of Method main(). For clarity, blocks
are drawn without embedded components. Model
variables are drawn as circles, control variables
are drawn filled. o and ¢ components are repre-
sented by triangles. The set of blocks and vari-
ables associated with a control variable are drawn
as hyper-edges containing the control variable.

statement as multiple components and allows fine
grained control over the model’s assumptions, span-
ning multiple levels in the program structure. The
assumptions for each component are grouped into a
hierarchy that resembles the program structure. This
provides means for making assumptions about single
statements, blocks of statements, and hierarchically
nested statements. In particular, the representation al-
lows to distinguish the calling of a wrong method from
a faulty implementation of the called method. Also,
this representation is expected to reduce the complex-
ity of the diagnostic process, as program structure can
be exploited to speedup diagnosing (the approach is
inspired by (Felfernig et al., 1999)).

A description of the most important model compo-
nents follows (C represents a component and ~AB(C)
denotes that the C is assumed to behave correctly). The
antecedent of every implication implicitly contains
an atom of the form control(C) # L, representing the
dependency on the control variable (control denotes
the control variable of the control region containing
component C). For brevity, this conjunct is omitted in
the following description.

Instance Variable Access are modeled by compo-
nents that restrict the value of the input heap partition
to the required object instance (passed as input param-
eter) and provide the result as output value.
—AB(C) A access(C) N object(C) # null
= out(C) = in(c)|object(0)
Instance Variable Assignments are modeled simi-

4 Only for component representing statements of the program to be
analyzed.

larly to variable access components, with the value
of the right hand side passed in as input parameter.
The output heap partition is computed by replacing the
value of the object in the input partition by the passed-
in value.

—AB(C) A assign(C) A object(C) # null
= out(C) = in(C)[object(C) — value(C)]

4. MODELING CONTROL CONSTRUCTS

In this section we examine the more complex control
constructs: while loops, method calls, ¢ and o data
flow components introduced to achieve SSI form, and
finally liveness constraints.

While Loops are modeled as hierarchical compo-
nents, where the loop component contains separate
sub-components for the loop’s condition and the body.
If the condition evaluates to L, the loop component is
removed from the model and its output connections
are replaced with its input connections:

—AB(C) A while(C) A cond(C) = L
= Yy (outy (C) = iny (C))

In case cond evaluates to T, the component is expanded
and copies of the models of the body and the condi-
tion are inserted before the component (in this order).
Therefore, this behavior is not expressed as a logical
formula, but as a meta-rule to expand iterations of the
loop and modify the model. This rule also has to take
into account that loops might not terminate for par-
ticular input configurations. As our systems assumes
termination of the program, this constitutes a conflict
and the branch leading to this configuration has to be
removed by setting the control variable containing the
loop statement to L. To detect nontermination, the sys-
tem currently assumes an (user-specified) upper bound
on the number of iterations each loop may execute. In
the future, this could be enhanced with more advanced
analysis, such as Abstract Interpretation (Cousot and
Cousot, 1977) based techniques or induction variable
detection (Gerlek et al., 1995).

Note that the behavior of the component is undefined
for the case where the loop condition does not evaluate
to T or L. In this case, we approximate the behavior
of the loop by an abstract collecting semantics, simi-
lar to the approach presented in (Bourdoncle, 1993).
This approach allows to exploit the values derived
for the input and output values of the loop to obtain
enhanced accuracy compared to solely static analysis
frameworks. This is possible as the values for the
environment before and after the execution of the loop
are derived by a concrete program execution, which
may result in more precise values than static analysis
which abstracts from the concrete test case informa-
tion. Also, the rule-guided model modification allows
for determining the amount of context that is consid-
ered in the analysis to vary depending on the actual
values computed during model execution. For exam-
ple, consider the following program (the environment
before the loop is denoted in angled brackets):



(@ < [-5,—3,2,0,1],% < 0,5 « 0)

while(i<5) {
s=s+ai]
i=i+1}

Using simple interval abstraction (Cousot and Cousot,
1977), static analysis cannot determine that s € [—8..00[
after the loop. This is due to the abstraction of i € [0..4]
and a[0..4] € [—5..1] in the last iteration of the fixpoint
computation. Without further knowledge about the
number of iterations, a lower bound for s cannot be es-
tablished. However, if the first two iterations are con-
sidered separately (i.e. our model decides to expand
the loop twice, after which the termination approxi-
mation takes effect), static analysis of the loop (after
abstracting from the environment after the second iter-
ation) can prove the lower bound for s. Therefore, the
development of suitable heuristics to determine when
to expand loops and method calls can lead to improve-
ments compared to conventional static analysis.

Method Calls. Method calls are modeled similarly to
loop statements, wit multiple alternate subcomponents
for polymorphic calls).

Data-flow components. Each component dealing
with n input or output paths has connections data;
(each associated with a control variable control; (i €
[1..n])), which represent the data variables for each of
the paths. Further, the variable data, (associated with
control,) represents the unified connections of data;.
The behavior of these components can be formalized
as follows (assume each of the data connections holds
a heap partition):

Let Active denote the subset of indices i where
control;(C) # L. Then

dffunc(C) = V; (data,(C) C data; (C) V control;(C) = 1)

dffunc(C) = data, (C) D ﬂ data;(C)
i€ Active

The first equation states that all the values of the
unified connection must be supplied by every data
connection that can possibly be executed. The second
condition covers the case where values are propagated
in the other direction: in this case the unified con-
nection must be consistent with the intersection of all
other data connections.

Liveness components ensure that if a statement (ex-
cept the last statement of the program) is reachable
then exactly one of its successors is executed. The
component has an input variable control; for each of
the statement’s successor paths and is also connected
to the surrounding region’s liveness variable control,.

liveness(C) :>(controlT(C) = \/ controli(C))
A (/\ —control;(C) V —control; (C))
i#j
5. EXAMPLE AND DISCUSSION

To demonstrate them model’s ability to effectively lo-
cate faults, reconsider the program in Fig. 1 together

with a test case that specifies the value true for vari-
able exception and O for the result of main(). State-
ments are identified by their line numbers. As a first
step, the values provided by the test case are inserted
into the model: e3 = true,® r = 0, and a = T (the entry
and exit point of the method are reachable). Further, at
the beginning of the diagnostic process it is assumed
that all components are correct. By propagating values
through the model, e4 = true and el = false are derived.
For e2, both values are derived, which results in a
conflict. Therefore, the corresponding branch of the
model is eliminated by adding ¢ = L for the associated
control variable C. a = T together with —|AB() 6
derive b = L, which violates the liveness constraint
(because of ¢ = L). Therefore, the model is found
inconsistent and the conflict {—|AB(), —|AB()} is
returned. To break the conflict, either {AB(} or
{AB([11)} has to be valid. Assuming {AB([7])}, true
is derived for e2—-e4 without causing a conflict. r = 0,
a=T,and —|AB() derive 0 for f3—f5. On the other
hand, a = T and ﬂAB(IEb derive ¢ = T and 6 for f2
and f3, resulting in a contradiction for f3 (with the
value O derived in the previous inference). Hence,
cannot be a diagnosis and cannot be responsible
for the misbehavior. For {AB(} values for e1-
€3 are derived as in the first computation. However,
b = L cannot be derived and therefore the model is
consistent. As a result, {AB()} is the only single
fault diagnosis.

We close with an overview over the impact of some
modeling decisions on the diagnostic process.

Conflicts. The model derives an inconsistency if and
only if there is no possible and consistent path be-
tween the model’s start node and its end node. In this
case, to derive conflicts, the propagation algorithm
must keep track of which components derive which
values. Alternatively, approaches similar to (Junker,
2001) can be applied.

For efficiency, the component system propagates only
deltas of values, so that execution in the next propaga-
tion cycle can be focused on the newly added values.
Also, method calls and loops are expanded to full
models only when reasonable input values are present
at their inputs (e.g. only if the receiver is known).

Faults. The model proposed herein is able to locate
general functional faults, where parts of a program
are faulty without assigning to wrong variables. This
also includes the subclass of structural faults where
a wrong variable is read. Faults can be detected not
only in the top level method, but also in hierarchically
embedded program elements. However, the model as-
sumes the control flow graph to be fixed and therefore
faults causing changes in the CFG cannot be located
reliably. For example, changing the type of the excep-

5 For brevity, different versions of the variables exception, fac,
and return are abbreviated as e, f, and r, respectively, and are
annotated with a number to ensure uniqueness.

6 Statements are denoted as boxes containing the statement’s line
number.



tion of a throw statement may cause a changed control
flow, as a different catch block may be responsible for
the new type.

Model Size. The size of the CFG constructed for
a method is linear in the method’s size (plus some
smaller overhead proportional to the number of ex-
ceptions thrown and exception handlers) (Sinha and
Harrold, 2000). The worst-case complexity of the SSI
form is quadratic in the CFG size. However, it was
shown that the SSI form is almost linear in the CFG’s
size for most programs (Ananian, 1999). As the model
is derived from the SSI form, its size is also nearly lin-
ear in practice and the performance results of (Mayer
et al., 2002c¢) carry over to this model.

6. CONCLUSION

Model-based debugging carries considerable promise
based on the concept of automatically deriving a di-
agnosis model from the program source code and
using this, together with input-output test vectors, to
identify faults in programs (Mayer et al., 2002d).
An effective model representation is a crucial step
in building a framework for model-based debugging.
This work represents the first time that non-structured
control flow is represented in a diagnosis model.
We have described the computation of the bidirec-
tional model that permits reasoning about unstruc-
tured control flows on both directions as required for
diagnostic reasoning. Further, the mapping from the
graph into a logic-based model with additional rules
for dynamic modification of the model has been de-
scribed. Notably, this approach omits the strict view
of a component representing one statement of earlier
work (Mayer et al., 2002c¢) and provides a more flexi-
ble mapping from code to model.

Since real-world programs make frequent use of con-
structs such as exceptions, this model represents a
significant step beyond earlier models that represented
Java programs for debugging, but were restricted to
linear control flows. As it shares the basic model-
based architectures, it can be smoothly incorporated
into the implemented JADE intelligent debugging en-
gine (Mayer et al., 2002c).
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